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Supported SharePoint versions

At thistime, Clarizen supports integration with SharePoint 2013 on-premise.

Overview of the integration

Clarizen integration with SharePoint adds robust bi-directional content management capabilities into the Clarizen user
experience. Theintegration is supported for all Clarizen item types (e.g. work items, cases, etc.) and allows viewing,
creating, and editing SharePoint content (files, folders, sub-sites and sites) directly from Clarizen and linking them to
Clarizen items. The linked SharePoint content appears in Clarizen, in the Files panel for the linked item.

For moreinformation on the benefits of the integration and the functionality available to Clarizen users post-integration,
refer to the Clarizen integration with SharePoint article.

Clarizen Server components
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Note: SharePoint Office Web App is an optional component. To learn more, visit Microsoft Technet. If app is not
installed, SharePoint content is opened using Clarizen file viewer.

Clarizen server The Clarizen web application

Clarizen remoteweb The new installable component devel oped by Clarizen for integration with Microsoft
SharePoint. Clarizen remoteweb connects the Clarizen application to SharePoint site
collections.

You must install a separate Clarizen remoteweb for each SharePoint site collection.


https://success.clarizen.com/hc/en-us/articles/219655287-Clarizen-integration-with-SharePoint?search=SharePoint
https://technet.microsoft.com/en-us/library/ee855124.aspx
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Clarizen remoteweb must be installed in a Windows environment.

Clarizen app
collection.

The new Clarizen web component that must be installed for each SharePoint site

You will need the following installation files developed by Clarizen to configure the integration:

g Noter At thistime, the files are provided to you by Clarizen on a by-request basis.

= Note: You must run scripts 1 - 5 for each SharePoint site collection; you only need to run scripts 6 -7 once during

theinitial integration.

Table 1: Installation files provided by Clarizen

File name Where to Description
install
1-ConfigApp.psl SharePoint | Updatesthe configuration fileswith SharePoint
and Clarizen Provider App settings.
2-Install-11S.ps1 Clarizenre~ | Creates the app pool, the 11S web site, applies
moteweb the certificate and bindings.
3-SpTokenl ssuer.psl SharePoint | Creates the trusted root authority based on the
certificate.
4-DeployRemoteWeb.psl Clarizenre~ | Deploysall necessary filesto the Clarizen Pro~
moteweb vider App machine
5-AppRegNew.psl SharePoint | Creates the application content catal og based
onthevaluesyou providefor the site collection
URL and the app catalog admin. It also registers
the app domain and the app prefix.
6-RemoteAdministrator AccessDenied.psl SharePoint | Activates the remote administration access.
7-AddAdministrator AccessDenied.psl SharePoint | Appliesadditional security for remote adminis~

tration access.

config.xml

SharePoint

Contains integration properties.
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Configuring integration with SharePoint

Topics:

e 1. Verify required SharePoint
services are provisioned and
started

e 2. Prepare the environment for
installing Clarizen remoteweb

« 3. Register Clarizen remoteweb
in SharePoint

» 4. Copy the scripts to SharePoint
and Clarizen remoteweb

* 5.Copy the SSL certificates to
SharePoint and Clarizen
remoteweb

* 6. Edit the SharePoint
configuration file

* 6. Create configuration file on
SharePoint for Clarizen
remoteweb

e 7.Install Clarizen remoteweb and
enable authentication

» 8.Add Clarizen remoteweb to the
list of trusted SharePoint services

* 9. Deploy Clarizen remoteweb

e 11.Create the app catalog and
set the admin in SharePoint

e 12.Activate remote administration
access in SharePoint

e 13. Activate remoteweb in
SharePoint

e 14, Activate remote administration
access in SharePoint

e 15. Register SharePoint in
Clarizen

« 16. Configure Clarizen to use
SharePoint for external storage
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g~ Noter Theseinstructions assume that you have already configured an environment for apps for SharePoint. If the
environment has not been configured, refer to the instructions from Microsoft for SharePoint 2013 on how to
configure the environment.

Verify the following SharePoint service applications are provisioned and started:

Table 2: Required SharePoint service applications

Service name More information

Subscription Settingsand App Manage~ | https://technet.microsoft.com/en-ug/library/fpl61236.aspx#ConfigureA ppSer~
ment service applications vices

User Profile service http://social.technet.microsoft.com/wiki/contents/articles/12518.sharepoint-
2013-user-profile-service-application.aspx

g~ Note: You must be system and domain administrator to perform this task.

To prepare the environment for installing Clarizen remoteweb:

1. Appoint a machine with aWindows OS within same domain as your SharePoint apps.

2. Configure a sub-domain for Clarizen remoteweb. To simplify troubleshooting, Clarizen recommends naming your
sub-domain remoteweb.

For example:
<sharepoint-apps-domain-name>.remoteweb..com

3. From the Microsoft web site, download and install Web Deploy which simplifies deployment of Web applications
to IS servers.

4. CreateaSSL certificate for the Clarizen remoteweb and add it to the Certificate store.

In the SharePoint farm, as a SharePoint administrator, register Clarizen remoteweb as follows:
1. Navigateto thefollowing URL:
<Share Point_domain_name>/_layouts/15/appregnew.aspx

Where, <Share Point_domain_name> is the domain name of the SharePoint farm.


https://technet.microsoft.com/en-us/library/fp161236.aspx
https://technet.microsoft.com/en-us/library/fp161236.aspx#ConfigureAppServices
https://technet.microsoft.com/en-us/library/fp161236.aspx#ConfigureAppServices
http://social.technet.microsoft.com/wiki/contents/articles/12518.sharepoint-2013-user-profile-service-application.aspx
http://social.technet.microsoft.com/wiki/contents/articles/12518.sharepoint-2013-user-profile-service-application.aspx
http://www.iis.net/downloads/microsoft/web-deploy
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2. Inthe next screen:

Click Generate for the App 1D field.

Click Generate for the App Secret field.

Inthe Title field, enter the title of the Clarizen remoteweb, e.g. remoteweb.

In the App Domain field, enter the domain name of the Clarizen provider app, e.g. remoteweb.

o0 oW

The information is saved in the config.xml file on the SharePoint machine.

To copy the installation files:

1. On the SharePoint server and the remoteweb machine, create a new directory (e.g. C:\_autoinstall).
2. From the Clarizen distribution, copy the following files to the directory on the SharePoint machine:

e 1-ConfigApp.psl

e 3-SpTokenlssuer.psl

* 5-AppRegNew.psl

¢ 6-RemoteAdministrator AccessDenied.psl

e 7-AddAdministrator AccessDenied.psl

o config.xml

3. From the Clarizen distribution, copy the following files to the directory on the remoteweb machine:

e 2nstall-11S.psl
* 4-DeployRemoteWeb.psl

Copy the SSL certificates you have previously generated as follows:

1. On the SharePoint server and the remoteweb machine, create a new directory (e.g. C:\certs).

e Note: Make sure that you have the Read permissions for the directory.
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2. Copy thefollowing certificate files to both the SharePoint and remoteweb machines:

e remoteweb.pfx
e remoteweb.cer
» <share point>.pfx
e <share point>.cer

g Note: The files names must be the same on both machines.

On the SharePoint server, navigate to the location where you have copied the config.xml file (e.g. C:\_autoinstall) and
update values for the remoteweb environment:

<key>

<name>Renot eWebUr | </ nane>

<val ue>https://renot eweb2</value> // URL of Carizen renoteweb

</ key>

<key>

<nanme>Renot eWebl | S</ nane>

<val ue>r enot eweb2</value> // 11S nane of C arizen renoteweb — used for
depl oynent

</ key>

<key>

<name>| | SAppPool Nane</ nanme>

<val ue>r enpot ewebup2- App</val ue> // Desired pool nanme of darizen renoteweb
</ key>

<key>

<name>l | SDi r ect or yPat h</ nanme>

<val ue>C: \i net pub\ wwr oot \ r enot ewebup2</val ue> // Installation path for
Clarizen renoteweb

</ key>

<key>

<nanme>d i ent | D</ nane>

<val ue>2f ef 4201- 12¢9- 49c7- 8e32-836237a675af </ val ue> // O ari zen renoteweb
I D as assi gned when you regi stered renoteweb in SharePoi nt

</ key>

<key>

<name>Certifi cat eLocati on</ name>

<val ue>C:\ Cert s\ renot eweb. pf x</value> // The path to the SSL certificate
.pfx file (File name nust match the name of renotewebl|S key)

</ key>

<key>

<nanme>Certi fi cat eLocati onCer </ name>

<val ue>C:\ Certs\renot eweb. cer</value> // The path to the SSL certificate
.cer file (File nane nust match the nanme of renotewebl|S key)

</ key>

<key>

<name>Certi fi cat eNane</ name>

<val ue>r enot eweb</val ue> // The name of the certificate

</ key>

<key>

<name>Certi fi cat ePasswor d</ name>

<val ue>password</val ue> //Certificate password

</ key>

<key>
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<name>l ssuer | d</ nanme>
<val ue>ba94f cd8- 3200- 428a- be66- ble24d3a5926</ val ue> // SharePoi nt issuer |D,
used for creating the trusted root authority
</ key>
<key>
<name>AppPr oduct | D</ nane>
<val ue>55f a87ed- d298- 44ea- 8c13- 1c57d63e9864</ val ue> // App product ID (Do
not change)
</ key>
<key>
<nanme>AppDomai n</ nanme>
<val ue>t est phapp. i nf. | ocal </value> // App domai n nane
</ key>
<key>
<name>AppPr ef i x</ name>
<val ue>AppSubscri pti on</val ue> // App donmai n prefix
</ key>

In this step, you must run the 1-ConfigApp.psLl script on the SharePoint machine. The script updates the SharePoint
configuration files with the desired settings for Clarizen Provider Web.

To run the script:

1. Onthe SharePoint machine, as a SharePoint administrator, navigate to the location where you copied Clarizen scripts
e.g. C:\_autoinstall).
2. Inthe SharePoint Management Shell, execute the 1-ConfigApp.psl script.

The script creates the _Autol nstallConfig sub-folder.

3. Copy the entire contents of the sub-folder to the Clarizen remoteweb machine to the following directory:

\_autoinstall
[ BB _autoinstall

§

1 = = B ¥ This PC ¢ Local Dk (T »  autoinstall w
& Favorites Marne Date madified Type Siz
BB Desktop _AutoinstaliConfig B/E/2016 = | File falder

3 Downloads

. Recert places

In this step, you must run the 2--Install-11S.psl script on the Clarizen remoteweb machine. This script creates the app
pool, the IS website, applies the SSL certificate, and site bindings.



To run the script:
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1. On the remoteweb machine, navigate to the location where you copied the Clarizen scripts e.g. C:\_autoinstall).
2. Inthe Administrator Power Shell, execute the 2--Install-11S.psl script.

After the script is executed, in 11S, verify that the remoteweb siteis created correctly.
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Verify site bindings for remoteweb:

a. InthellS> Sites> remoteweb.
b. Intheright-hand-side Actions panedl, click Edit Site > Bindings, verify the name of the SSL certificate (e.g.

remoteweb).

e Set AnonymousAuthentication to Disabled
* Set WindowsAuthentication to Enabled

Intemet Information Senaces (IIS) Manager

L - — 1 1
‘:‘v; "?h ? = i‘T 1
MET Trest  MNETWhann  Appliclis  Connedtion Machng Koy Pagis and
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= R i o =7 B
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In the IS section of the hostedapp screen, double click the Authentication icon.
In the Authentication screen:



& » SPAPPPROV » Sies + hostedapp »
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T i e T S

File View Help

8. Add Clarizen remoteweb to the list of tru
services

Q-2 |8 a Authentication
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B @ romatcwch! Farrmis Authentication Dicabled HTTP 302 Login/Redirect
I @ Pemoteweh? | Windows Authentication Enabled HTTR 401 Challenge |
Iy

sted SharePoint

In this step, you must run the 3-SpTokenl ssuer.psl script on the SharePoint machine. The script creates the trusted

root authority based on the certificate.
To add Clarizen remoteweb to the list of trusted SharePoint services:

1. On the SharePoint machine, as a SharePoint administrator, navigate to the location where you copied the Clarizen

scripts e.g. C:\_autoinstall).

2. Inthe SharePoint Management Shell, execute the 3-SpTokenl ssuer.psl script. When prompted YES | NO, enter

YES.

3. Once the process completes successfully, to check the trusted root authority, go to Manage Trusts from Central
Administration by navigating to the <sharepoint-domain-name>/_admin/M anageTr ust.aspx URL.
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9. Deploy Clarizen remoteweb

In this step, you must run the 4-DeployRemoteWeb.psl script on the Clarizen remoteweb machine. This script deploys
all necessary files to the remoteweb 11S.

To run the script:

1. Onthe remoteweb machine, navigate to the location where you copied the Clarizen scripts e.g. C:\_autoinstall)
2. Inthe Windows PowerShell, execute the 4-DeployRemoteWeb.psl script.

3. Inorder to integrate with the Clarizen application, edit the web.config file and set the value for the
Access-Control-Allow-Origin key to the URL of your Clarizen application.

For

= Web config B3 I
72 [0 <aystem.webServer>
73 = <httpProtoecal>
T4 “custonpHeaders>
i}

11. Create the app catalog and set the admin in SharePoint

In this step, you must run the 5-AppRegNew.psl script on the SharePoint machine.

The script createsthe app catal og for the site collection URL and setsthe admin user. You must providethe site collection
url and the app catalog admin when prompted by the script.

The script also registers the app domain and the app prefix.
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To run the script:

1. On the SharePoint machine, navigate to the location where you copied the Clarizen scripts e.g. C:\_autoinstall)
2. Inthe Administrator Power Shell, execute the 5-AppRegNew.psl script.

g~ Note: You only need to run this script once when configuring integration for the first SharePoint site collection.

In this step, you must run the 6-RemoteAdministrator AccessDenied.psl script on the SharePoint machine.
The script activates the Remote Administration Access for SharePoint.
To run the script:

1. On the SharePoint machine, navigate to the location where you copied the Clarizen scripts e.g. C:\_autoinstall)
2. Inthe Administrator Power Shell, execute the 6-RemoteAdministrator AccessDenied.psl script.

To activate the integration with remoteweb in SharePoint:
1. Navigateto thefollowing URL:
https://<sitecollectionur|>/_layouts/15/M anageFeatur es.aspx?Scope=Site

2. Click Activate.

Clanizen Install Provider Hosted App Beactivate Active
Install the provider hosted app in Client site collection
After the instalation of the app is completed, please run the “Clarizen Run Timerlob for getting the installed instances™ Feature!

Run With NOM-SYSTEM ACCOUNT!

It may take afew minutes before the application is successfully activated. Once successfully activated, it appearsin
site contents.

3. Click the three dots > Permissions.
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Clarizen App

Version: 1.1.0.1

DETAILS  PERMISSIOMNS  REMOWVE

Clarizen App Documents

| new!|
clarizen . 0items

Medified 5 hours age

4. Choosethe appropriate permissions (the permissions are granted to the entire Clarizen application an not an individual
user) and click OK.

"Clarizen App" uses the following permissions

Let it have full control of this site collection,

Let it have full control of this site. clurlien
Let it have full control of the list:

Documents ! Clarizen App
Let it access basic information about the users of this site,

Let it share its permissions with other users.

If there's something wrong with the app's permissions, click%m trust it again -

After this step, the Clarizen application is installed in the SharePoint site collection.

14. Activate remote administration access in SharePoint

g~ Note: You only need to run this script once when configuring integration for the first SharePoint site collection.

In this step, you must run the 7-AddAdministrator AccessDenied.psl script on the SharePoint machine.
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The script closes the Remote Administration Access for SharePoint for security reasons.
To run the script:

1. On the SharePoint machine, navigate to the location where you copied the Clarizen scripts e.g. C:\_autoinstall)
2. Inthe Administrator Power Shell, execute the 7-AddAdministrator AccessDenied.psl script.

To register SharePoint in Clarizen:

1. Open the following SharePoint URL :
http://<site_collection_url>/Listg/I nstalledClarizenApps/Allltems.aspx
For example:
http://spwfel: 1984/Lists/I nstalledClarizenApps/Allltems.aspx

The page displays parameters that you must enter in Clarizen to complete the integration as described in the next
steps.

2. InClarizen, as a System Administrator, navigate to Settings > Extensions.
3. Inthe SharePoint section, click the Setup button.

- Clarizen integration with SharePoint adds
E:) S h a re PO | n t robust content management ¢ apabilities
into the Clarizen user experience. The
integration is supported for all Clarizen item
types (e.g. work items, cases, efc.) and
allows viewing, creating, and editing
SharePoint content (files, folders, sub-sites
and sites ) directly from Clarizen and linking

Setup them to Clarizen tems.

4. Inthe pop-up screen, enter values for the following parameters:

g~ Note: You can retrieve values for some of the parameters from the AppFullURL in Step 1 above.
Example of the AppFullURL :

https://remoteweb. corp.projecteam. com/Pages/Default. aspx?
SPHostUr1=https://clarizenrockl. corp.projecteam. com&SPLanguage=en-
Us&sPCTlientTag=0&SFProductNumber=15.0.4763.1000&5PAppwebUrl=https://appde
mo-8e83423b7520e4. appdemo. corp. projecteam. com/ClarizenHostedApp

» Hosted App URL: Thefirst section (before the ? sign) of the AppFullURL value from the screenin Step 1
above. For example, https://remoteweb.cor p.projecteam.conVPages/Default.aspx

» Site Collection Name: Name of the SharePoint Site Collection.

» SitePath: The value of the SPHostUr| parameter in the AppFullURL . For example,
https://clarizenrockl.corp.projecteam.com
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» SiteFull Connection URL: Copy the AppFullURL value from the screen in Step 1 above.
For example:

https://remoteweb. corp.projecteam. com/Pages,/Default. aspx?
SPHostUr1=https://clarizenrockl. corp.projecteam. com&sSPLanguage=en-
US&SPCTientTag=0&5PProductNumber=15.0.4763.1000&5PAppwWwebur 1=https://appde
mo-8e83423b7520e4d. appdemo. corp. projecteam. com/ClarizenHostedapp

SharePort Integration Configuration X
Hosted App URL
£ Add Sie

S Collecbon Name Sae Pamn Site Full Cormesion URL

5. Click OK.

16. Configure Clarizen to use SharePoint for external storage

To configure Clarizen to use SharePoint for external storage:

1. InClarizen, as a System administrator, navigate to Settings > System Settings > Files and Collaboration.

2. Select the desired option for the Allow linking to external storage property. For example, if you only store content
in SharePoint, select SharePoint. The default value is Allow All.

6.9  Allow linking to external storage e Allow All v Allorwr A0
zoogle Docs
) ) ) ) Box
510  Allow direct access to files from Discussion emails ) Off
SharePoint

Mone

3. Click Save.
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